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Abstract

Universities across the globe are experiencing a surge of cyberattacks due to the
increased usage of information communication technologies (ICTs). To counteract
cyberattacks, universities have implemented cybersecurity measures to ensure that
students and the universities’ critical infrastructures are protected. Unfortunately,
universities in developing countries continue to face increased cyberattacks despite
implementing cybersecurity measures. This study explores the factors that affect
students’ compliance with universities’ cybersecurity measures.

The study used a case of the University of Cape Town in South Africa, adopting
qualitative research and an interpretive paradigm. We used a deductive approach to
theory using Protection Motivation Theory (PMT) as the lens for inquiry. The sample for
the study consisted of 40 participants, of which 35 were students and five were staff
members of the University. The sample of the study was selected by convenience. We
collected empirical data from the participants using semi-structured interviews. The data
was then analysed using thematic analysis on NVivo software. The study found that
students’ compliance with cybersecurity measures is affected by their perceptions of the
seriousness of the threats, the likelihood of the threats happening, their ability to protect
themselves against threat, their belief in the effectiveness of the recommended solutions
against cyber threats, and the costs associated with compliance to cybersecurity measures.
When students perceive the risk as not severe enough to worry about, they do not find it
necessary to comply with the University’s cybersecurity measures. Similarly, when the
students deem that the recommended compliance actions will not be practical or
affordable, they do not adhere to the university cybersecurity measures.

Keywords: Protection Motivation Theory, University, Students, Cybersecurity Measures,
Compliance
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1 Introduction

With the rapid development and adoption of new technologies come new avenues for criminals to
direct their cyberattacks as the number of potential victims increases (Gwebu et al., 2020). Cyberattack
is defined as targeted attacks on computer systems with the aim of compromising the confidentiality,
integrity and availability of data (Bendovschi, 2015). Therefore, organisations must implement and
comply with cybersecurity measures to prevent cyberattacks (Khader et al., 2021). Cybersecurity is the
protection of digital information assets from any attacks that may arise through internet usage (Von
Solms & Von Solms, 2018). Universities are one of the main targets of cybersecurity threat, due to the
substantial amounts of information they hold (Taha & Dahabiyeh, 2021). Research shows that between
2005 to 2021, higher education institutions experienced 1850 data breaches worldwide (Lukehart,
2022). In addition, universities use cyberspace platforms, such as student portals, and communication
platforms, such as Microsoft teams, to manage various activities, such as admissions, examinations,
administration, finances, and records, to facilitate the educational process (Li et al., 2019).

Despite the apparent advantages of automated processes that cyberspaces offer universities, they
also pose cybersecurity threats and challenges to operations and information (Li et al., 2019). The
increase in the recurrence of cyberattacks on universities’ ICT infrastructures has led to the loss of
sensitive information, finances, as well as social and intellectual property (Alharbi & Tassaddiq, 2021).
The risk has increased in universities, especially in developing countries, for instance, South Africa, as
the management of cyberspaces and resources is poor (Kabanda et al., 2018). In addition, South Africa
has the third-highest cybercrimes in the world (Hubbard, 2019).

Despite being aware of the cybersecurity risk, some students do not comply with the universities’
cybersecurity measures, such as policies on anti-virus, information and security passwords, internet and
email use. These risks can be detrimental to a universities’ information systems (Moallem, 2019). Given
the rise in cyberattacks and the vulnerability of universities to cyberattacks, there is a need for research
investigating the compliance behaviour of students with cybersecurity measures, as they are one of the
primary users of university information systems. Unfortunately, there is still a dearth of studies on
cybersecurity compliance in developing countries. Therefore, there is a need for more research on how
students comply with cybersecurity. With this background, the study aims to answer the following
question:

What factors affect students’ compliance with Universities’ cybersecurity measures?

We used the case of the University of Cape Town (UCT) to respond to the research question. We
selected the University out of convenience. A deductive approach to theory was employed using
protection motivation theory (PMT). We collected data through semi-structured interviews with
students and staff from the department responsible for maintaining the ICT infrastructure of the
University.

The study extends available knowledge in this regard, as literature is scarce on those factors that
affect students’ cybersecurity compliance. Further to this, the findings from the study will inform
decision and policymakers in universities on how to implement cybersecurity measures to ensure
compliance with the minimal cybersecurity measures.
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2 Literature Review

2.1 Cybersecurity

Cybersecurity has risen in significance in recent years due to the increased reliance on and adoption
of information communication technologies (ICTs) (Alharbi & Tassaddiqg, 2021). Cybersecurity threats
are ubiquitous and may affect all organisations across industries, which may be costly (Al Moshaigeh
et al., 2019). It is estimated that cybercrime will cost the global economy USD10.5 trillion from 2025
onward (Sausalito, 2020). The main reason for the worldwide trend of cybersecurity challenges is that
most users do not follow their organisation’s cybersecurity measures (Jeyaraj & Zadeh, 2020). Even
though executive awareness of cybersecurity is expanding, most organisations remain inactive, whereas
they would be more successful in dealing with cyberthreats if they were proactive. Personalising the
risks for users would be beneficial, so that they know their susceptibility and the consequences of their
non-compliance (Ergen et al., 2021).

While cybersecurity challenges are not new, the Covid-19 pandemic has significantly exacerbated
these threats (Traxler et al., 2020). Covid-19 has shown a surge in cybercrime due to increased
dependency on cyberspace, caused by the move towards virtual learning and working across the world
(Traxler et al., 2020). In addition, the outbreak of the Covid-19 pandemic saw the emergence of more
than 4,000 malicious websites within the first month of the pandemic in 2020, which is in correlation

with the move towards virtual work that can be observed as people practised social distancing (Morgan,
2020).

2.2 Cybersecurity Challenges in Africa

Africa has one of the fastest internet penetration rates worldwide. This has resulted in an increasing
trend of cyberattacks (Eboibi, 2020). Africa is perceived as the hub for cybercrime and cybercriminals
due to the poor response to curb cybersecurity issues (Kabanda et al., 2018; Kshetri, 2019). The high
rate of cybercrime on the continent has lowered Africa’s GDP by more than 10%, costing the continent
USS$ 4.12 billion (Interpol, 2021). Online scams are the continent’s most common and pressing cyber
threats (Interpol, 2021). This entails the theft of personal information and banking information, which
a threat actor subsequently uses to buy goods or services, siphon funds, or sell on the open market
(Interpol, 2021).

Despite these developments, there is little research on cybersecurity issues in African countries
(Kabanda et al., 2018). Along with these challenges, the continent faces a severe cybersecurity
workforce shortage due to economic and institutional barriers (Kshetri, 2019). However, African
countries have implemented cybercrime legal frameworks and policies in order to mitigate this issue,
despite their obstacles, but have failed to enforce those policies (Eboibi, 2020).

In South Africa, there are some apparent signs of an effort to promote cybersecurity awareness and
develop an effective cybersecurity culture (Kritzinger et al., 2017). Despite the global increase in
research in cybersecurity globally, there is still a dearth of research on cybersecurity focusing on South
Africa (Gwebu et al., 2020). The lack of understanding on the continent about the risks of accessing
cyberspace contributes to a permissive climate for cybercrime (Serianu, 2017). Furthermore, the digital
infrastructure development level in African countries directly impacts their security posture (Serianu,
2017). According to reports, cybercriminals rely on the general public’s poor security practices; thus,
policymakers ought to engage in public awareness campaigns due to the fact that there is substantial
evidence that such programmes can effectively cut the success rate of cybercrime (Bada, Von Solms et
al., 2019). White papers estimate that investing in cybersecurity awareness and training can affect user
behaviour and minimise cyber-related risks by 45% to 70% (Bada, von Solms et al., 2019).
Unfortunately, current literature and reports show a bleak picture of the increase in cybercrime in Africa,
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attributed to the low ICT literacy levels that may hinder cybersecurity awareness efforts (Bada, Von
Solms et al., 2019).

2.3 Cybersecurity Vulnerabilities in Universities

Universities are, by nature, open with a dense population and private data, which means that they
attract a substantial number of cyberattacks due to a large amount of cyberspace usage (Yusif & Hafeez
Baig, 2021). Some of the capabilities universities hold in this age of e-learning include online teaching
and learning software, digital libraries, free Wi-Fi, and so on, which increases exposure to cybercrime
susceptibility (Ajaero, 2020). Furthermore, universities position themselves at the forefront of
technological innovation, opening them up to more vulnerabilities to increased security attacks (Yusif
& Hafeez-Baig, 2021). Openness, which makes educational institutions susceptible to cyberattacks and
data breaches, is a source of concern, with some scholars reporting that in excess of millions of data
breaches are already being experienced by multinational organisations (Chapman, 2019). Still, the
exposure of academic data is not as widely publicised (Chapman, 2019). Some scholars argue on the
contrary that other industries do not report their breaches, due to a lack of investor confidence, and loss
of competitiveness (Grama, 2014).

Vulnerabilities found in universities inferred from literature are classified into a few categories. The
first category is administrative and cultural domains, which can clash with cybersecurity requirements.
In this category, a lack of awareness and knowledge of cybersecurity best practices significantly affects
the implementation of cybersecurity policies and leads to a violation of these policies (Ulven & Wangen,
2021). In addition, poor cybersecurity management can increase the vulnerability of universities to
cyberattack, as they are unprepared to deal with an attack when it occurs (Nyblom et al., 2020). The
second category is the technical domain, where vulnerabilities are caused due to shortfalls in the
technology or systems in place (Ulven & Wangen, 2021). In this category, one aspect that increases the
cybersecurity threat is the norm of students and staff bringing their own devices to work via which they
connect to the network (Ulven & Wangen, 2021). The risk here is that these private computers may be
used to penetrate the university networks, due to a lack of security protection systems on the devices,
which increases the vulnerability to attacks on university data (Goni, 2022).

2.4 Cybersecurity Awareness and Behaviour of University Students

University students use technology and the internet for educational purposes and socialising, which
became even more prevalent during the pandemic, when social distancing was encouraged (Algahtani,
2022). As the future of the workforce, the impact of cybersecurity awareness behaviours of university
students is particularly significant for society (Cheng & Wang, 2022). This makes students particularly
vulnerable to cybercrime threats, as they make up most of the users of the information systems across
universities (Taha & Dahabiyeh, 2021).

With the Covid-19 pandemic and online learning, university students always remain connected to
the internet, and they do so by using various devices, which increase the danger of cyberattack if they
do not remain vigilant about how they handle their online security (Matyokurehwa et al., 2021).
Educational institutions are not taking proactive measures to raise awareness among college students
about these issues and how to defend themselves from cyberattacks, such as identity theft or
ransomware (Moallem, 2019). A significant risk is having a student body with an increased dependence
on digital systems and is connected to the free Wi-Fi offered by the University, that is at once unaware
of cybersecurity issues (Taha & Dahabiyeh, 2021). No matter the degree of technology and security the
in which the institution invests, students remain the weakest link. Their lack of knowledge or ignorance
makes them particularly vulnerable to targeted cyberattack (Taha & Dahabiyeh, 2021).
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The trends in student awareness of cybersecurity show that students are unaware of the requisite
knowledge and understanding of cybersecurity regulations and their practical application (Moallem,
2019). Another essential aspect to note is that a lack of cybersecurity awareness is not due to a lack of
knowledge, but due instead to how students apply it in their daily lives (Moallem, 2019). Studies on the
behaviour of students with cybersecurity reveal that engagement with cybersecurity issues was not
satisfactory, where, if students were more aware of cybersecurity, some of these threats would be
eliminated (Potgieter, 2019).

2.5 Human factor and compliance with cybersecurity measures

The human context is frequently regarded as the weakest link between cybersecurity and
organisational information, as it is the main target for increasing cybercrimes (Chandarman & Van
Niekerk, 2017). This determines the success or failure of the security chain. Scholars have identified
individuals as the weakest link in the security chain as they fail to comply with cybersecurity best
practices (Khader et al., 2021). According to a recent study, out of 874 cybersecurity incidents that were
reported, 68% were caused internally by negligent individuals, 22% by external criminal individuals,
and 10% by stolen credentials (Donalds & Osei-Bryson, 2020). The results of this study indicate that
individuals’ compliance with cybersecurity remains a challenge, and compliance behaviour is necessary
to mitigate the risk of cyber incidents (Donalds & Osei-Bryson, 2020). Thus, cybersecurity depends not
only on IT professionals, but also on educated users, who are highly aware of and employ cybersecurity
best practices (Alsmadi & Zarour, 2018).

End-users of technology continue to break basic cybersecurity regulations, sustaining the
cybercrime sector (Kabanda et al., 2018). User behaviour is crucial to mitigating and preventing
cybersecurity issues (Taha & Dahabiyeh, 2021). When people are unaware that they are at risk, they
often fail to recognise the attacks (Potgieter, 2019). Thus, students need to understand and be aware of
cybersecurity threats and how to mitigate them (Potgieter, 2019).

Attacks against digital assets have not stopped and have become more varied and complicated, due
to a lack of user cooperation and awareness, which causes many security approaches vulnerable to being
misused or misread by users (Yusif & Hafeez-Baig, 2021). Compliance is based on the human
component. This entails adhering to specified guidelines that aid in fulfilling predetermined objectives.
Because cybersecurity regulations are viewed as guidelines, rather than as rules, the role of the human
component in the bulk of cyberattacks or data breaches is emphasised (Yusif & Hafeez-Baig, 2021).
Increased information availability has significant positive effects, but when it comes to changing human
behaviour, merely presenting the information does not nearly have as much of an impact (Bada, Sasse,
etal., 2019).

3 Theoretical Framework

Protection motivation theory (PMT) provides the theoretical framework for this study. PMT focuses
on evaluating human behaviour regarding their motivation to respond to threats. The theory has been
used in various studies to investigate individuals’ protection behaviours.

3.1 Justification for selection of theory

The theory postulates that the past behaviours of an individual affect how they assess threats and
their ability to handle them (Vance et al., 2012). Most cyberattacks are attributed to an inadequate level
of user cooperation and knowledge. Thus, emphasis on the role of the human factor is being placed
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(Van Niekerk & Von Solms, 2010). As a result, PMT was deemed appropriate to investigate the factors
that affect the compliance behaviour of university students with cybersecurity measures.

3.2 Protection Motivation Theory (PMT)

PMT has been used in several studies as a tool to understand the motivations for individuals to
comply with cybersecurity-related behaviours (Yusif & Hafeez-Baig, 2021). PMT predicts adopting or
non-adoption compliance behaviours with cybersecurity (Ezati Rad et al., 2021). The theory has two
primary constructs: threat appraisal, and coping appraisal. These two constructs are integrated to
develop protection motivation (Ezati Rad et al., 2021). These constructs describe how individuals assess
the level of risk they encounter in cyberspace and act as a protective measure (Yusif & Hafeez Baig,
2021). Figure 2. illustrates the conceptual model of the study.

Threat Assessment

Perceived vulnerability

Perceived severity

Compliance with
cybersecurity measures

Coping Assessment

Response efficacy

Self-efficacy

Response cost

Figure 1: Conceptual model (Adopted from the Protection Motivation Theory (Rogers, 1975))

Threat Assessment

The threat assessment construct focuses on the severity and the evaluation of the threat. It consists
of two main components: perceived vulnerability, and perceived severity. Perceived vulnerability refers
to the individual’s appraisal of the likelihood of being exposed to a threat (Rogers, 1975). The theory
states that an action taken by an individual to overcome fear is influenced by the probability of its
occurrence (Ezati Rad et al., 2021; Towbin, 2019). Therefore, if individuals perceive a low likelihood
of the threat occurring, they are less likely to take action.

Perceived severity refers to the extent of the consequences from the threat if it occurs (Ezati Rad et
al., 2021; Rogers, 1975; Towbin, 2019). The likelihood that the harm from the threat will have serious
repercussions will compel an individual to act against the threat.
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Coping Assessment

Coping assessment refers to a person’s appraisal of their ability to respond to a threat (Crossler et
al., 2019). This construct consists of three components: response efficacy, self-efficacy, and response
cost. Response efficacy refers to the individual’s belief that the recommended action is effective in
mitigating the threat (Crossler et al., 2019; Tsai et al., 2016). Self-efficacy refers to an individual’s
belief in their ability to carry out the recommended action (Crossler et al., 2019). Response cost refers
to the perceived costs related to conducting the recommended action against a threat or engaging in
security behaviours (Crossler et al., 2019; Towbin, 2019), for instance, the costs of using Antispyware.

Overall, previous studies employing PMT show that self-efficacy and response efficacy have a
significant relationship with the behavioural intentions of individuals in compliance with cybersecurity
(Miraja et al., 2019). The constructs of the PMT used in this study are operationalised in Table 1.

Construct Definition Source
Perceived The extent to which students think Rogers, 1975; Yusif & Hafeez Baig,
Vulnerability they are vulnerable to cyber threats. 2021
Perceived The degree to which the students Rogers, 1975
Severity perceive the seriousness of the
threat/risk if it was to occur.
Response The degree to which students believe ~ Rogers, 1975; Yusif & Hafeez-Baig,
efficacy the recommended cybersecurity 2021; Crossler et al., 2019
actions would help them avoid the
threat.
Self-efficacy The extent to which students believe Tsai et al., 2016; Crossler et al., 2019
they can successfully perform the
recommended tasks.
Response The costs of complying to Towbin, 2019; Crossler et al., 2019
Cost cybersecurity measures set by the

University, and the cost of non-
compliance.

Table 1: PMT constructs

4 Context of the study

The University of Cape Town (UCT) is one of the top universities in Africa and the world. It is
located in the Western Cape province of South Africa (UCT News, 2022). In 2021, it was estimated
that the University enrolled over 30 000 students (UCT News, 2022). UCT boasts several advanced
technologies to facilitate student learning. To ensure compliance with international ICT standards and
guidelines, a secure cyber environment, and the protection of critical information, the University has
developed various ICT policies such as an information security policy, account and password policy,
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and anti-virus policy (UCT ICTS, 2022). The University also offers ICT services to support academic
staff, students, and management on ICT-related matters.

Compliance with ICT policies has always been challenging for many organisations worldwide,
including universities. Scholars have pointed to a lack of motivation, awareness, belief, and behaviour
as the main contributing human factors in non-compliance (Alqahtani & Braun, 2021; Da Veiga et al.,
2020).

5 Research Methodology

We followed an interpretive philosophy to conduct this research. The interpretive stance argues that
truth and knowledge are subjective; thus, by adopting an interpretive philosophy, the researcher will be
able to understand and interpret the experiences of respondents/subjects of the research (Kivunja &
Kuyini, 2017). Adopting an interpretive approach is appropriate for this study, as it allows for a rich
understanding of the phenomena and, in this case, an understanding of the factors affecting university
students’ compliance with cybersecurity measures (Orlikowski & Baroudi, 1991).

The study adopted a deductive approach. In this case, a conceptual model was developed using
constructs from the PMT. We utilised a qualitative research approach by employing a case study of
UCT. Data was collected using semi-structured interviews and observations of students’ engagement
with cybersecurity measures at the University. Semi-structured interviews allowed us to interact and
fully engage with participants by asking follow-up questions.

The target populations were students and ICT staff at UCT. The students consisted of undergraduate

students in different academic years across the University’s six faculties. We chose this sample because
undergraduate students make up most of the student population, constituting the University’s largest
users of information systems (UCT News, 2022). In 2021, UCT had 30 329 registered students, with
18 154 undergraduates, where undergraduate students make up more than 59% of the student
population.
(UCT News, 2022). This makes undergraduate students the weakest link in the University’s
cybersecurity chain (Chandarman & Van Niekerk, 2017). We included staff members from ICTS to
gain their perspectives as they are part of developing cybersecurity-related policies and interact with
students on cybersecurity-related matters such as compliance with the University’s ICT policies.

The study employed purposive sampling, a sampling technique where the researcher chooses
participants based on personal judgement, and convenience sampling, which are selected participants
at the researcher’s convenience. The study also incorporates snowball sampling, where the initially
chosen participants recruited or recommended more participants to participate. The purposive sampling
technique was selected because the researchers were interested in university undergraduate students.
Conversely, the convenience sampling method was applied because the researchers could conveniently
access the sample. Therefore, the snowball sampling technique was used as purposive sampling could
not yield the desired results.

A total of 40 responses were collected, of which 35 were students, while five respondents were staff
members from ICTs. The students were coded as Respondent student X and the staff
Respondent staff X. Table 2 summarises the demographic information of the respondents.
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Respondents Positions:

Undergraduate students 35

ICT staff 5
Age Range:

46 years above 2

36-45 years 3

26-35 years 11

16-25 years 24
Faculty Departments:

Faculty of Commerce 13

Faculty of Humanities

Faculty of Science

Graduate School of Business
Faculty of Law

Faculty of Engineering and
Built Environment

WIN|W |0

Table 2: Demographic Information of Respondents

The interviews were recorded and later transcribed for analysis. The interviews lasted between eight
and 20 minutes. Data was analysed using thematic analysis and Nvivo software. Collected data was
organised and categorised according to themes as per the constructs. The research was conducted in line
with the ethical standards of the University of Cape Town. We obtained ethics approval for the study
from the University prior to the commencement of data collection.

6 Empirical analysis and Discussion

This section uses PMT to understand the underlying factors affecting students’ compliance with
cybersecurity measures. The findings and the discussions are further explained in the subsequent
sections. Participant responses are cited verbatim.

6.1 Threat Assessment

We were set to understand how threatened the respondents felt about the possibility that they could
encounter cyberattacks. In addition, it assisted in determining those factors would likely affect the
respondents’ decision to not comply with cybersecurity measures set by the University.

Perceived vulnerability
The majority of students did not think they were likely to be targeted by cybercriminals. The reason
is that the students believed that they did not have any valuable information for cybercriminals to target.

“I am a student, and personally, 1 feel I do not have any valuable information that would be useful

for the attackers. I think the attackers go for top government officials or high-profile people who
may have confidential information. They easily target those because they can demand ransom.”
[Respondent Student 4]
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Furthermore, the students did not perceive that they were vulnerable, since they were protected by
ICT protection measures put in place by the institution. The trust in the university’s ICT service was
consistent among the students, who believed that the likelihood of being a victim of cyberattacks was
low, because ICT service at their University offered them protection. As a consequence, they felt safe
even if they did not take additional measures.

“I strongly believe that the University has built adequate infrastructure to protect the students and
the staff- So, I believe our University is safe from cyberattacks.” [Respondent _student 7]

“As a student, I am less likely to be a victim. Because we have a lot of software, and we have ICT
services to help wus with ensuring that there’s protection from being attacked.”
[Respondent_student 3]

This finding reflects the broader literature, as many individuals rely on third-party protective
measures. They do not believe that the responsibility lies with them (Interpol, 2021; Murphy et al.,
2022).

In summary, students did not comply with the cybersecurity measures set out by University’s ICT
service department because they were not likely to be victims of cyberattacks, due to not owning
valuable information and the protection given to them by ICT service at the University. However, when
an individual believes that a threat of cybercrime is likely to occur, they are more motivated to comply
with cybersecurity measures (Tsai et al., 2016).

Perceived severity of the threat

We asked the respondents to elaborate on the perceived severity if they were victims of cyberattacks.
The respondents indicated that they did not perceive the true severity of the security predicament,
because they had never encountered any cyberattacks.

“Since I started my studies at this University, I have never encountered any cyberthreats. So, when
I browse on my device, I can download anything and do whatever pleases me.”
[Respondent_student 19]

The students’ perception affected their compliance with the cybersecurity measures. These findings
are supported by literature, which states that when individuals are unaware of the threats that they face,
they are more likely to engage in unsafe behaviour, without taking the necessary protective measures
(Potgieter, 2019).

The responses from the students corroborated those of UCT’s staff members. The staff members
indicated that even though the University’s ICT service invited students to cybersecurity awareness
events, most students did not attend them.

“Even if we have cybersecurity awareness sessions, students will rarely attend. Students will only
really take it seriously once they are compromised. Otherwise, they don’t really care until it happens
to them, that’s when they wake up and realise how important it is.” [Respondent staff 2]

The non-compliance of students with the basic cybersecurity measures set out by University’s ICT
service can be linked to them not feeling threatened by the cyberattack. As such, most of these students
did not implement any cybersecurity measures, for instance, an anti-virus mechanism. The ICT anti-
virus policy of the University stipulates that all computers in the university environment need to have

10
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an anti-virus mechanism installed to protect the computers from viruses and other malicious code.
However, when we enquired from the staff members as to whether they had implemented incentives to
promote cybersecurity compliance in the University, they did not have any mechanisms in place.

“I honestly don’t remember installing any anti-virus. The only cybersecurity measure I have
installed is the authenticator, which the University’s ICT service had put mandatory measures for
me to continue using the UCT applications.” [Respondent student 30]

On the other hand, although some students did not perceive the severity of cybercrimes, they took
personal protective measures against cyberattacks. The students indicated that they installed multi-step
authentication and anti-virus applications on their devices. The students emphasised that they found the
severity of the threat of becoming a victim of identity theft high, in response to which they took
precautions. The students related their protective actions to the fear of their devices being compromised.

“I'm paranoid of identity theft. So, I make sure I install and update my anti-virus regularly.
Everything  associated with my personal information, [ protect at any cost.”
[Respondent_student 14]

This finding is supported by the literature, which states that when individuals feel threatened by
cybercrime, they are more motivated to comply with cybersecurity measures to remove the threat
(Towbin, 2019).

6.2 Coping Assessment

Response Efficacy

Most of the students in the study knew what they had to do to protect themselves. When asked about
which protective measures they thought students ought to take, their responses were similar as they
based these on the measures set by University’s ICT service. The respondents believed that taking these
actions would help them avoid the threat of cyberattacks.

“make sure that your anti-virus software is always up to date? Make sure you go there and try CTS
and have it installed if you don’t understand. Make sure that you don’t visit any of those illegal sites
for movies for series. Rather install Netflix if you can’t afford one, then I don’t know man, but just
don’t visit those illegal movie sides and follow one to make a feature.” [Respondent student 23].

On the other hand, although some students knew about the various protective measures, they did not
believe they were necessary to implement them.

“I don’t think you need some anti-virus or ever. I think what’s on your computer already is enough.”
[Respondent_student 5].

An individual’s belief that the recommended protective action would help them avoid the threat
motivates them to take action (Yusif & Hafeez-Baig, 2021). However, when an individual believes that
installing anti-virus software on the device does not offer them any protection, they will not be
motivated to install it, even if that is the recommended action to take. This matches what was found in
the research, as students responded that they did not think installing anti-virus software would be
necessary, so they did not install it, even though that does not comply with University’s ICTs anti-virus
policy.

11
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Self-efficacy

The students had lower self-efficacy in terms of their ability to protect themselves. They believed
that they had to have the technical skills to be able to protect themselves. This could have made them
rely on ICT services in the institution. Even when they were aware of the risks, they did not initiate and
were lenient in their protective measures.

“So students are normally very lenient, in the sense that they don’t take note much of things. So
there are plenty of security measures and tips to prevent cyber tech from happening, but students
tend to ignore them. Students don’t like reading notifications and things like that.”
[Respondent_staff 24]

The response from the staff member showed that, even though students had the knowledge and
awareness of cybersecurity, they were still lenient in complying with cybersecurity measures, as they
did not believe they were responsible for their safety on the internet.

The respondent’s lack of ability to protect themselves could have been attributed to the lack of
engagement with cybersecurity issues, for instance, cybersecurity awareness. The study revealed that
cybersecurity awareness is crucial to students’ compliance with cybersecurity measures.

Many students had little to no engagement with cybersecurity as they had no knowledge of it.
However, responses from students also showed that few amongst those students who were more
interested in cybersecurity were in fact actively engaged with it. The students stated that they conducted
research and read emails sent by University’s ICT service. This made them more aware of the risks and
motivated them to protect themselves against potential cyberattacks. This finding indicated that
cybersecurity awareness was largely missing in the institution, which counteracted the responses from
the staff members.

“The only cybersecurity awareness event I attended was during my first year. The UCT department
gave a security talk to the students who were on financial aid. I believe they are more focused on
those students because the students are given university laptops.” [Respondent student 9]

Response Cost

The cost of complying was one of primary reasons why students did not comply with cybersecurity
measures. Students cited that taking protective measures takes time, effort, and financial resources. The
findings show that the higher the cost of compliance, the lower the motivation to comply with
cybersecurity measures.

“Honestly, for you to install the software and also make sure they are updated, costs a lot of time
and effort. In addition, I need to always have WIFI available to ensure that I update my devices.”
[Respondent_student 8]

When the cost of compliance is higher than they are willing and able to pay, an individual is less
motivated to comply (Alqahtani, 2022; Algahtani & Braun, 2021). The finding is consistent with the
existing literature.

When it comes to the cost of non-compliance, the students felt that in the case of an attack they
would likely lose some information. However, they believed that they did not harbour the kind of
information that thieves would likely be interested to steal. Consequently, the respondents believed that
the cost of non-compliance was low.
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“Personally, nothing. When I think about it, I only have pictures, So I don’t even mind in my opinion.
Okay.” [Respondent_student 11]

Furthermore, the study found that since the University did not have mechanisms to penalise students
for non-compliance with cybersecurity measures, this reduced the perceived cost of non-compliance. A
high cost for non-compliance may nudge individuals towards it (Towbin, 2019).

7 Conclusion and Recommendations

The study sought to understand the factors affecting university students in South Africa in
complying with cybersecurity measures. The research adds to a body of literature to understand the
underlying factors affecting compliance by students in developing countries. The study found that the
perceptions of students regarding the severity of the threat, the likelihood of the threat to occur, their
lack of belief in the cybersecurity measures in place and the cost associated with compliance affected
cybersecurity compliance by students. In addition, a lack of cybersecurity awareness and knowledge
may have contributed to compliance. Therefore, universities needed to create targeted cybersecurity
awareness-raising initiatives. In addition, the University ought to implement metrics to measure the
effectiveness of those cybersecurity awareness initiatives currently in place. Furthermore, universities
ought to create incentives to promote cybersecurity compliance. This could be achieved through the
hosting of competitions, along with sponsorships for cybersecurity seminars to motivate students’
compliance and create awareness.

The sample was drawn from one University in South Africa, which may have limited the findings,
and the generalisability of the study. Therefore, we recommend future research drawing from across a
range of universities in South Africa.
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