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Abstract. Modern applications, particularly real-time applications, require
high-speed end-to-end transmission, which regularly conflicts with the require-
ments of confidentiality and security. Advanced Crypto is one of the most
promising research areas in cryptography since it is considered fast in en-
cryption processing, resistant to attacks and low in resource requirements.
The main reasons for adopting Advanced Crypto for smart power constrained
devices are the need for efficient end-to-end communication and adoptabil-
ity in resource-constrained smart devices. Generally, any cryptographic de-
sign should take into considerations the tradeoff between security, cost
and performance. The performance measurements include power, energy con-
sumption, latency and throughput. Security requirements, on the other hand,
aim to maintain an acceptable level of secrecy and privacy of the system.
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1 Introduction

Several emerging areas of information and communication technology (ICT) require
interconnected devices like Internet of Things (loT) and sensor networks. 10T and
smart applications are growing rapidly and are commonly accessed through
smartphones. Currently, more and more smart devices are daily connected to the
internet, such as smartphones, smart TVs, video game consoles and even most of the
home devices like refrigerators and air-conditioners [1]. All of these tools have
resource limitations because to their low processing power, short battery life, small
screen size, poor memory capacity, and limited storage. Smart applications, such as
10T, face numerous issues and threats, including dealing with massive volumes of
data, computing power, energy consumption, and addressing security and privacy
issues [2].

Security and privacy are fundamental requirements for any application, especially
smart applications. The current modern standard cryptographic algorithms were
originally designed for traditional desktop/server implementations and many of
them consume an unacceptable amount of system resources (computation power,
RAM, storage, etc.) and are not suitable for resource-constrained devices.[3].
Therefore, there is a need for lightweight cryptography (LWC) algorithms that
suit such resource-constrained devices [4].

LWC is one of the most promising research areas in cryptography since it is
considered fast in encryption processing, resistant to attacks and low in
resource requirements. There are no strict properties needed in order to classify an
encryption algorithm as an LWC [5]. According to the National Institute of Standards
and Technology (NIST), the main reasons for adopting LWC for smart power
constrained devices are the need for efficient end-to-end communication and
adoptability in resource-constrained smart devices [6].



Generally, any cryptographic design should take into considerations the tradeoff
between security, cost and performance. The performance measurements include
power, energy consumption, latency and throughput. Security requirements, on the
other hand, aim to maintain an acceptable level of secrecy and privacy of the
system. Cryptography, which is part of security, is divided into symmetric and
asymmetric cryptography[7].

Traditional symmetric and asymmetric algorithms are not suitable for constrained
devices while lightweight cryptographic algorithms are the best choice [8]. Some of
the candidate applications for the LWC algorithms include wireless sensor network
(WSN), radio-frequency identification, wireless body area network (WBAN), loT,
smart cards, embedded systems, smart systems, etc. [9]. These applications support
dissimilar devices in heterogeneous environments with minimum human
intervention. For example, 10T devices communicate with minimum or no human
intervention, a fact that represents a new challenge to the IoT system by both
exposing many security attacks as well as gaining unauthorized device access by the
attacker device. This may essentially result in severe system damages.
Moreover, some loT implementations are cloud-based applications which have
many security issues and challenges [10].

System performance based on lightweight algorithm

- Lightweight(computation power) as the minimum required number of itera-
tions[12].

- Flexibility.
- Simple hardware and software implementation.
- Low error propagation [13].

These changes help speed the encryption and decryption process and simplify
the hardware implementations associated with them[14].

2 Literature Survey

In [15] also evaluates a cryptographic algorithm (RC5). The Blowfish and DES
block cipher algorithms were compared using the C# program. Using a set of input
files, a comparison of RC5, Blowfish, and DES is performed, and the encryption and
decryption times are evaluated. According to the results, RC5 is 1.54 times faster than
Blowfish and 2.57 times faster than DES. The results also show that the Blowfish



algorithm's performance is inversely proportional to key size; as key size increases, so
does performance, and vice versa. In terms of resource utilization, RC5 uses more
memory than Blowfish and DES, while all three algorithms use roughly the same
amount of CPU. As a result, the RCS5 block cipher algorithm is both faster and simpler
than Blowfish and DES. When a high encryption rate is required, RC5 is beneficial
[16].

AES, DES, 3DES, RC6, Blowfish, and RC2 are the algorithms[17] used. The
simulation results enable several conclusions to be drawn, and it is discovered that
Blow-fish performs the best of all algorithms. Following that, in terms of power and
time consumption, RC6 is the best algorithm. RC2 is also the worst approach in terms
of CPU load of all algorithms because its time consuming factor causes a high work-
load on the CPU [18].

Stream cipher and block cipher are two common cipher techniques. Both were
pretty thoroughly studied and implemented in current cipher systems [19] [20].
Stream cipher is a symmetric key cipher technique which involves combining some
plaintext data digits with a digit stream of pseudo-random cipher known as key
stream. In stream cipher, the cipher text stream digits are generated by encrypting
each digit of the plaintext separately with the specified digit of the key stream. The
digits' encryptions are determined by the cipher state at the time. As a result, it is
known as a state cipher. Exclusive-or (XOR) is used as a stream cipher function.

The TinySec Protocol, the first full implementation of a secure architecture at the
data link layer for WSN, is proposed in [22]. This solution includes two levels of
security: message authentication with data encryption (TinySec-EA) and message
authentication without data encryption (TinySec-EA) (TinySec-Auth). TinySec, such
as SPINS, uses common cryptographic methods to secure message integrity and pri-
vacy. Tinysec's creators believe that the Skipjack algorithm [23] is better for WSN
than RC5 (algorithm used by SPINS).

SPINS is a proposed set of security building blocks in [24]. It is optimized for en-
vironments with limited resources and wireless connection. SPINS is built on two
secure pillars: SNEP and TESLA. SNEP utilizes a shared counter between the two
communicating parties to calculate encryption and a message authentication code
(MAC) in order to offer data secrecy, semantic security, data integrity, two-party data
authentication, replay protection, and weak message freshness.

In [25] suggest micro-PKI (Public Key Infrastructure Micro), a simplified version
of standard PKI, as a method for WSN. The base station contains two keys: one pub-
lic and one private. The network nodes utilize the public key to authenticate the base
station, while the base station uses the private key to decrypt data transferred from the
nodes. The base station's public key is saved in all nodes prior to deployment. Two
forms of authentication are included in the authors' scheme (HandShake). Between a
network node and the base station, the first type of authentication takes place. The
node generates a symmetric session key, which it encrypts with the client's public key.

in [26] proposed TinyPK, a method for establishing a secret key between two
nodes in a WSN based on the usage of public keys and the Diffie-Hellman principle.
TinyPK signs the public keys of nodes with a trustworthy authority. Before deploy-
ment, the CA key is pre-distributed to all nodes so they may verify key neighbors.
The RSA algorithm requires a lot of time and energy from the nodes. As a result,



fundamental operations may take a few seconds, reducing network lifetime and reduc-
ing reactivity.

The PKKE and CBKE protocols proposed by Zigbee using the identity of nodes
in their method of key establishment. The goal is to use these identities to create a
single shared key between each pair of nodes in a network. However, the crea-
tion of the shared key is performed with interactions between the two nodes. It
means, methods require sending and receiving multiple messages on both sides
before the creation of the key. To save power nodes that want to share a secret
and those intermediate nodes, several methods have been proposed to remove these
interactions. These methods are known in the field of cryptography as the ID-
NIKDS [27] (Identity-Based Non-Interactive Key Distribution Scheme).

In [28] introduced the C4W technique, which focuses on the identity of nodes to
calculate public keys. The public keys of other nodes can also be calculated by the
nodes themselves using their identities. What could possibly take the place of a certif-
icate? The nodes and base station are supplied with their own keys (private / public
key ECC) and public information on the network nodes before deployment. Without
utilizing certificates, the C4W technique leverages the Diffie-Hellman key exchange
concept to produce a single shared key between two nodes.

Main Topics of the Seminar

Information security refers to the protection of data and its critical components,
such as the software and hardware that process, store, and transfer it. In today's digital
environment, cryptography is extremely crucial. To suit the varied requirements
emerging from applications, many cryptographic algorithms have been created
[29][30].

The mathematical function used for encryption and decryption is defined as a
cryptographic algorithm, usually known as a cipher. In general, there are two func-
tions that are related: one for encryption and the other for decryption [31]. Encryp-
tion/decryption prevents an adversary from gaining access to information. Encryp-
tion/decryption is a security strategy in which cipher algorithms are used in conjunc-
tion with a secret key to encrypt data, rendering it unintelligible if intercepted [32].
Type, complexity, and attack are three properties of encryption algorithms that were
taken into account when developing metrics [33].

Strongest Advanced Data Encryption Algorithms [34], [35], [36]

1) Triple Data Encryption Standard (TripleDES)
2) Blowfish Encryption Algorithm

3) Twofish Encryption Algorithm

4) Advanced Encryption Standard (AES)

5) IDEA Encryption Algorithm

6) MDS5 Encryption Algorithm

7) HMAC Encryption Algorithm



8) RSA Security
1) Triple Data Encryption Standard (DES)

It is a type of computerized cryptography where block cipher algorithms are ap-
plied three times to each data block. The key size is increased in Triple DES to ensure
additional security through encryption capabilities. ... Three keys are referred to as
bundle keys with 56 bits per key[37].

2) The Blowfish algorithm

It is a symmetric encryption algorithm, meaning that it uses the same secret key to
both encrypt and decrypt messages. It works for key size of 256 and 448 bits also. It is
related to AES (Advanced Encryption Standard) and an earlier block cipher called
Blowfish[38].

3) Twofish Encryption Algorithm

It is a symmetric key block cipher with a block size of 128 bits and key sizes up
to 256 bits. ... The actual encryption key is one half of an n-bit key, and the other half
of the n-bit key is used to modify the encryption algorithm (key-dependent S-
boxes)[39].

4)Advanced Encryption Standard (AES)

The Advanced Encryption Standard, also known by its original name Rijndael, is
a specification for the encryption of electronic data established by the U.S. National
Institute of Standards and Technology[40].

5) IDEA Encryption Algorithm

International Data Encryption Algorithm (IDEA) is a once-proprietary free and
open block cipher that was once intended to replace Data Encryption Standard (DES).
Once called Improved Proposed Encryption Standard (IPES)I, DEA is a minor revi-
sion to the Proposed Encryption Standard (PES)[41].

6) MD5 Encryption Algorithm

The MD5 message-digest algorithm is a popular hash function that generates a
128-bit hash value. Although MD5 was originally intended to be used as a crypto-
graphic hash function, it has been discovered to have numerous flaws[42].

7) HMAC Encryption Algorithm

HMAC is a specific type of message authentication code involving a cryptograph-
ic hash function and a secret cryptographic key. As with any MAC, it may be used to
simultaneously verify both the data integrity and the authenticity of a message[43].

8) RSA Encryption Algorithm

The RSA algorithm is an asymmetric cryptography algorithm; this means that it
uses a public key and a private key (i.e two different, mathematically linked keys). As
their names suggest, a public key is shared publicly, while a private key is secret and
must not be shared with anyone[44].

- Challenges:



Choosing of adequate cryptographic method is relied on the sensor nodes
processing capabilities; therefore, there is no combined or unified solution that fit all
WSNs as one of the most important application of wireless network[45].

As there are many constraints that are related to WSNSs such as computation
capability, storage, etc.; therefore, any design that is presented for WSNs security
services must adequately satisfy these constraints.

Mobility on Wireless Networks brings up many challenges to Wireless Net-
works security[46].

Advanced Cryptography is an adequate security solution for many scenarios
of resource constraint devices like WSNs devices but still needs more enhance-
ments to reduce the overheads to an acceptable rate that fit particularities and
constraints[47].

3 Current Status

There are many current status research direction in this work based on :

- Current status of researcher in advanced crypto algorithms for wireless networks
directed on :

Identity-based encryption transformation for flexible sharing of encrypted data in
public cloud[48]

Novel crypto for data security in fog computing[49]

Security Analysis of a Robust Lightweight Algorithm for Securing Data in Internet
of Things Networks[50]

Advanced Encryption Standard (AES) secure replacement for DES[51]

Modified RSA Using Triple Keys Based Encryption/Decryption[52]

Energy Proficient Hybrid Secure Scheme for Wireless Sensor Networks[53]

QoS aware trust based routing algorithm for wireless sensor networks[54]

Blockchain mechanism and symmetric encryption in a wireless sensor network[55]

4 Still Open Problems

- lack of Wireless network scalability requirements[56]

- ECC-CoAP: Elliptic curve cryptography based constraint application protocol
for internet of things[57]

- Design of a dynamic key management plan for intelligent building energy man-
agement system based on wireless sensor network and block chain technolo-

gy[58]



- Trusted Model for 10T enabled cancer prediction system to enhance the authen-
tication and security using cloud computing[59]

5 Future Trends

- FPGA implementations for data encryption and decryption via concurrent and
parallel computation[60]

- Analysis of using blockchain to protect the privacy of drone big data[61]

- A novel cryptosystem based on DNA cryptography and randomly generated
Mealy machine[62]

- Hybrid data encryption model integrating multi-objective adaptive genetic algo-
rithm for secure medical data communication over cloud-based healthcare sys-
tems[63]

- Lightweight blockchain assisted secure routing of swarm UAS networking[64]

6 Conclusion

Data security is a critical issue in every arena, as data is transmitted across an
unreliable network. Numerous techniques to data protection have been offered:;
nonetheless, cryptography is one of the most dependable approaches. Crypto-
graphic techniques aid in the transformation of the original data into unintelli-
gible data. Numerous new sectors involve the interconnection and communica-
tion of very limited devices in order to execute certain tasks. Today, the Internet
of Things (IoT) enables a large number of low-resource and resource-
constrained devices to communicate, compute, and make decisions within a
communication network. There are numerous obstacles and issues in heteroge-
neous loT systems, such as device power consumption, limited battery capacity,
memory space, performance cost, and security. It is critical that the advanced
encryption algorithm chosen be both robust and lightweight.
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